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repository might be provided in the form of a traveling object that can be downloaded 
and subsequently copied by the initial downloader and then passed along to other patties 
who may pass ihe object on to additional parties. 

provide very flexible and extensible user identification according to individuals, 
installations, by groups Such as classes, and by function and hierarchical identification 
employing a hierarchy of levels of client identification (for example, client organization 
ID, chent department ID, client network ID, client project ID, and client employee ID, or 
any appropriate Subset of the above). 

provide a general purpose, secure, component based content control and distribution 
system that functions as a foundation transaction operating system environment that 
employs executable code pieces crafted for transaction control and auditing. These code 
pieces can be reused to optimize efficiency in creation and operation of trusted, 
distributed transaction management arrangements. WAF supports providing such 
executable code in the form of "atomic" load modules and associated data. Many such 
load modules are inherently configurable, aggregatable, portable, and extensible and 
singularly, or in combination (along with associated data), run as control methods under 
the WAF transaction operating environment. WAF can satisfy the requirements of widely 
differing electronic commerce and data security applications by, in part, employing this 
general purpose transaction management foundation to securely process WAF transaction 
related control methods. Control methods arc created primarily through the use of one or 
more of said executable, reusable load module code pieces (normally in the form of 
executable object components) and associated data. The component nature of control 
methods allows the present invention to efficiently operate as a highly configurable 
content control system. Under the present invention, content control models can be 
itcratively and asynchronously shaped, and otherwise updated to ace<munodate the needs 
of WAF participants to the extent that such shaping and otherwise updating conforms to 
constraints applied by a WAF application, if any (e.g., whether new component 
assemblies are accepted and, if so, what certification requirements exist for such 
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component assemblies or whether any or certain participants may shape any or certain 
control information by selection amongst optional control information 
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